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B.Sc. IV SEMESTER [MAIN/ATKT] EXAMINATION
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CYBER SECURITY

[Infrastructure and Cloud Security]
[Open Elective]

[Max. Marks : 60] [Time : 3:00 Hrs.]

Note : All THREE Sections are compulsory. Student should not write any thing on question paper.

e - i A wue a7 | faemedl gei—us W g 9 ford |

[Section - A]
This Section contains Multiple Choice Questions. Each question carries 1 Mark. All
questions are compulsory.
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Q. 01 Which of these is a smart authentication method in physical security -
ST ¥ B W AIRTE g § uw we g Al g -
a) Password b) Token
¢) Smart Card d) User name

Q. 02 Biometric scanners are used primarily for -

qIAHCE ThR BT IUIRT & wY % foru far Ter 8 —
a) Data encryption b) User training
¢) User authentication d) Software licensing

Q. 03 What is the main role of a firewall -
a) To detect malicious activity b) To grant access to secure areas

¢) To filter incoming and outgoing d) To store backup data
network traffic
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Q. 04 Hybrid cloud combines -
ersfie e H A A g wm w8 € —
a) Public and Private cloud b) Public cloud only

¢) Private cloud only d) SaaS and PaaS

Q. 05 Which cloud model otfers the highest level of user control -
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a) SaaS b) PaaS
¢) laaS d) Paal

[Section - B]
This Section contains Short Answer Type Questions. Attempt any five questions in this
section in 200 words each. Each question carries 7 Marks.
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Q. 01 Explain role of smart cards in Physical Security Systems.
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Q. 02 What are Access Control. How are they used in Security Systems.
Access Tolel 9T T 7 GREAT UUMeral H 1T SUANT S fpar Sy 3 ?

Q. 03 Explain importance of Infrastructure Security.
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Q. 04 Explain types of intrusion detection system.

Intrusion Detection System & WehRI &1 T P |

Q. 05 Discuss difference between firewall and Intrusion Detection System.

TIIRATA 3R Intrusion Detection System & 19 3FR U= Tl A |

Q. 06 Differentiate between Public Cloud and Private Cloud.
ufecTd FolTss N Ugde Folioe & 41 3% d9dmd |

Q. 07 Describe various Cloud Service Models.
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Q. 08 Describe software as a service and the security concerns associated with it.
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[Section - (]
This section contains Essay Type Questions. Attempt any two questions in this section in
500 words each. Each question carries 10 marks.
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Q. 09 Explain different layers of Physical Security.
Hifcrer JReAT & fafir= W=l &1 orean o |

Q. 10 Describe cloud computing architecture and 1ts components.
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Q. 11 Describe the working of an Intrusion Detection System. Also explain its
detection method.

Intrusion Detection System &1 ™ WO &1 U & | $HDT Detection
Method 1 TS |

Q. 12 Explain different types of Cloud Security Controls.
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